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1. Management’s assertion

Cloud Factory A/S (Cloud Factory) provides services covered by NIS2 to customers in accordance with the con-
tract.

The accompanying description has been prepared for customers who have used Cloud Factory’s license manage-
ment platform and who have a sufficient understanding to consider the description, along with other infor-
mation, including information about controls operated by customers themselves, when assessing whether the
requirements to ensure a high level of cyber security under applicable law have been com-plied with.

Intercom R&D Unlimited Company, Atlassian Pty Ltd, Autho Inc., Netic A/S and Functional Software Inc. pro-
vide services such as housing of the primary and secondary data centres (Netic A/S), services in the license man-
agement platform (Intercom R&D Unlimited Company), ticket system (Atlassian Pty Ltd), multifactor authenti-
cation (Autho Inc.) and monitoring (Software Inc.) to Cloud Factory. This report uses the carve-out method, and
the description in section 3 includes only the control objectives and related controls of Cloud Factory and ex-
cludes the control objectives and related controls of Intercom R&D Unlimited Company, Atlassian Pty Ltd,
Autho Inc., Netic A/S and Functional Software Inc. Our evaluation did not extend to controls of Intercom R&D
Unlimited Company, Atlassian Pty Ltd, Autho Inc., Netic A/S and Functional Software Inc.

The description indicates that certain control objectives specified in the description can be achieved only if com-
plementary customer controls contemplated in the design of our controls are suitably designed and imple-
mented. This report does not comprise the suitability of the design or implementation of such complementary
user entity controls.

Cloud Factory confirms that:
a) The accompanying description in section 3 fairly presents Cloud Factory's license management platform
that has been used by customers as at 6 May 2026. The criteria used in making this statement were that the

accompanying description:

(i) Presents how Cloud Factory's license management platform was designed and implemented, includ-
ing:

e The types of services provided
e The processes in network and information systems used to provide the services

o How network and information systems process significant events other than those directly related
to the provision of services

e The processes directed to support, in the event of any breach of security regarding services, that the
customers can report such breach to the regulatory authority

e The processes directed at events that may compromise the availability, authenticity, integrity or
confidentiality of stored, transmitted or processed data or of the services offered by, or accessible
via, network and information systems

¢ Relevant control objectives and controls designed and implemented to achieve those objectives

e Complementary controls that we, in reference to the scope of Cloud Factory's license management
platform, have assumed would be implemented by the customers and which, if necessary to achieve
the control objectives stated in the accompanying description, are identified in the description

e Other aspects of our control environment, risk assessment process, information system (including
the related business processes) and communication, control activities and monitoring controls that
were relevant to the provision of services.
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(i) Does not omit or distort information relevant to the scope of Cloud Factory's license management plat-
form while acknowledging that the description is prepared to meet the common needs of a broad range
of customers and may not include every aspect of Cloud Factory's license management platform that
each individual customer may consider important in its own particular environment.

b) The controls related to the control objectives stated in the accompanying description were suitably designed
and implemented as at 6 May 2026. The criteria used in making this statement were that:

(i) The risks that threatened achievement of the control objectives stated in the description were identi-
fied

(i) The identified controls would, if operated as described, provide reasonable assurance that those risks
did not prevent the stated control objectives from being achieved.

¢) Appropriate and proportionate technical, operational and organisational measures were established and
maintained to manage the risks posed to the security of network and information systems for the provision
of services to customers and to prevent or minimise their impact.

It should be pointed out with respect to the above assessments that the regulations regarding the requirements
for security in network and information systems are new and complex. A consistent practice for how to interpret
the individual rules has yet to evolve in all areas. Although we believe that we have established and maintained
appropriate and proportionate technical, operational and organisational measures, circumstances may cause
authorities and business partners to take a different view.

Esbjerg, 22 June 2026
Cloud Factory A/S

Jacob Schaumann Schmidt
CEO
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2. Independent service auditor’s assurance report on
the description and design of controls

Independent service auditor’s ISAE 3000 limited assurance report on measures to
manage risks as at 6 May 2026 in relation to network and information systems and re-
porting requirements (NIS2) pursuant to the agreement with customers

To: Cloud Factory A/S (Cloud Factory) and customers

Scope

We have been engaged to report on Cloud Factory’s description in section 3 of its license management platform
in accordance with the contracts with customers on Cloud Factory’s license management platform as at 6 May
2026 (the description) and on the suitability of the design and implementation of controls related to the control
objectives stated in the description.

This assurance report concerns whether customers have designed and implemented suitable control activities
related to the control objectives stated in section 3. The assurance report does not include any assessment of
customer’s general compliance with the requirements of the EU Directive on measures for a high common level
of cyber security across the Union (NIS2) and “Law on measures to ensure a high level of cybersecurity” (the
NIS2 law)”.

Intercom R&D Unlimited Company, Atlassian Pty Ltd, Autho Inc., Netic A/S and Functional Software Inc. are
service organisations that provide housing of the primary and secondary data centres (Netic A/S), services in the
license management platform (Intercom R&D Unlimited Company), ticket system (Atlassian Pty Ltd), multifac-
tor authentication (Autho Inc.) and monitoring (Software Inc.) to Cloud Factory. This report uses the carve-out
method, and the description in section 3 includes only the control objectives and related controls of Cloud Fac-
tory and excludes the control objectives and related controls of Intercom R&D Unlimited Company, Atlassian
Pty Ltd, Autho Inc., Netic A/S and Functional Software Inc. Our examination did not extend to controls of Inter-
com R&D Unlimited Company, Atlassian Pty Ltd, Autho Inc., Netic A/S and Functional Software Inc.

The description indicates that certain control objectives specified in the description can be achieved only if com-
plementary customer controls contemplated in the design of Cloud Factory’s controls are suitably designed and
implemented. This report does not comprise the suitability of the design of such complementary user entity con-
trols.

We have not performed procedures regarding the operating effectiveness of the controls included in section 4,
and therefore we do not express any opinion thereon.

We express limited assurance in our conclusion.

Cloud Factory’s responsibilities

Cloud Factory is responsible for: preparing the description and accompanying assertion in section 1, including
the completeness, accuracy and method of presentation of the description and assertion; providing the services
covered by the description; specifying the control objectives and stating them in the description; identifying the
risks that threaten the achievement of the control objectives; identifying the criteria and designing and imple-
menting controls to achieve the stated control objectives. The control objectives have been specified by Cloud
Factory and are stated in the description.

Service auditor’s independence and quality control

We have complied with the independence and other ethical requirements in the International Ethics Standards
Board for Accountants’ International Code of Ethics for Professional Accountants (IESBA Code), which is
founded on fundamental principles of integrity, objectivity, professional competence and due care, confidential-
ity and professional conduct, as well as ethical requirements applicable in Denmark.

PricewaterhouseCoopers Statsautoriseret Revisionspartnerselskab, CVR no. 33 77 12 31
Strandvejen 44, DK-2900 Hellerup
T: +45 3945 3945, www.pwe.dk
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Our firm applies International Standard on Quality Management 1, ISQM 1, which requires the firm to design,
implement and operate a system of quality management, including policies or procedures regarding compliance
with ethical requirements, professional standards and applicable legal and regulatory requirements.

Service auditor’s responsibilities

Our responsibility is to express an opinion on the fairness of Cloud Factory’s description and on the suitability of
the design of controls related to the control objectives stated in that description, based on our procedures.

We conducted our engagement in accordance with ISAE 3000 (revised), “Assurance engagements other than
audits or reviews of historical financial information”, and additional requirements applicable in Denmark to ob-
tain limited assurance about whether, in all material respects, the description is fairly presented, and the con-
trols are suitably designed and implemented.

A limited assurance engagement to report on the description and the suitability of the design and implementa-
tion of controls at an NIS2 service provider involves performing procedures to obtain evidence about the disclo-
sures in the NIS2 service provider’s description of its service and about the design and implementation of con-
trols. The procedures selected depend on the service auditor’s judgement, including the assessment of risks that
the description is not fairly presented and that controls are not suitably designed and implemented. A limited
assurance engagement of this type also includes evaluating the overall presentation of the description, the suita-
bility of the objectives stated therein and the suitability of the criteria specified by Cloud Factory and described
in section 1.

The procedures in a limited assurance engagement are different in nature and timing, and are less in extent,
from a reasonable assurance engagement. Consequently, the level of assurance obtained for our conclusion is
significantly lower than would have been obtained in a reasonable assurance engagement.

As mentioned above, we have not performed procedures regarding the operating effectiveness of the controls
included in section 4, and therefore we do not express any opinion thereon.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.

Inherent limitations

Cloud Factory’s description is prepared to meet the common needs of customers and may not, therefore, include
every aspect of the license management platform that customers may consider important in their own particular
circumstances. Also, because of their nature, controls at an NIS2 service provider may not prevent or detect all
breaches of cyber security. Also, the projection to future periods of any evaluation of the fairness of the presenta-
tion of the description, or opinions about the suitability of the design of the controls to achieve the related con-
trol objectives, is subject to the risk that controls at an NIS2 service provider may become inadequate or fail.

Opinion

Our opinion has been formed on the basis of the matters outlined in this assurance report. The criteria we used
in forming our opinion are those described in the Management’s assertion section. In our opinion, in all material
respects, based on the criteria including the control objectives described in Cloud Factory’s assertion in section 1
nothing has come to our attention that causes us to believe:

a) That the description of Cloud Factory’s license management platform as at 6 May was not fairly presented

b) That the controls related to the control objectives stated in the description were not suitably designed and
implemented to provide assurance that the specified control objectives would be achieved if the described
controls operated effectively as at 6 May and if customers applied the complementary controls referred to
in section 3.

Description of test of controls
The specific controls tested and the nature, timing and results of these tests are listed in section 4.

Intended users and purpose

We were engaged to report by Cloud Factory and, therefore, this report and the description of tests of controls
and results thereof in section 4 are intended for the use of Cloud Factory.
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We permit the disclosure of this report in full only, including the description of tests of controls and results
thereof by Cloud Factory, at its discretion, to customers who have used Cloud Factory’s license management
platform as at 6 May 2026, who have a sufficient understanding to consider it, along with other information
about controls operated by customers themselves when assessing whether the requirements to ensure a high
level of cyber security under applicable law have been complied with, without assuming or accepting any respon-
sibility or liability to customers on our part.

Our report is not to be used for any other purpose or to be distributed to any other parties.

Aarhus, 22 June 2026
PricewaterhouseCoopers
Statsautoriseret Revisionspartnerselskab
CVRno. 33771231

Jesper Parsberg Madsen Martin Roursgaard Nielsen
State-Authorised Public Accountant Manager
mne26801
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3. System description

3.1. Introduction

Cloud Factory A/S is a Danish cloud services distributor. Cloud Factory serves Managed Service Providers
("MSPs") and Independent Software Vendors ("ISVs") and makes cloud services available through self-service
portals that support procurement, provisioning, administration and adjustment of cloud licenses and related
services.

This description covers the network and information systems, organisational processes and control activities
that are relevant to the provisioning of the Partner Portal and Customer Portal, including supporting processes
for security governance, risk management, incident handling, supplier management, development, monitoring,
access control, business continuity and communication with customers.

3.2. Description of services

The Partner Portal is used by Cloud Factory’s partners to access and manage vendor products and services made
available through Cloud Factory, including licensing, subscription administration, ordering, provisioning and
related operational workflows. The Customer Portal is a white-label portal that may be made available to end
customers under the partner’s brand. The portals are designed to support the partner’s commercial and admin-
istrative relationship with its end customers without Cloud Factory necessarily being visible to the end cus-
tomer.

The platform supports integration with upstream vendors and service providers. The platform may process ac-
count, tenant, license, subscription, contact, support and administrative information necessary to operate the
license management service and to provide support. Cloud Factory A/S does not deliver the underlying third-
party cloud services themselves; these are delivered by the relevant upstream vendor according to the applicable
vendor terms.

The license management platform is hosted by Netic A/S in housing facilities located in Aalborg, Denmark.
Cloud Factory relies on a combination of internally operated controls and controls operated by selected suppli-
ers and subservice providers. Where relevant, controls at subservice providers are treated using a carve-out ap-
proach unless otherwise expressly included in the auditor’s assurance procedures.

3.3. Control environment

Cloud Factory has established an information security governance structure with defined responsibilities for
management, product, development, operations, legal/compliance and support functions. The governance
structure is supported by internal policies, procedures, risk assessments, supplier management activities and
management reporting.

The Board of Directors and Executive Management receive periodic reporting on material risks, mitigation ac-
tivities and changes in the threat, regulatory and supplier landscape. Risk memos and management documenta-
tion are used to anchor risk appetite, treatment decisions and any material acceptance of residual risk. Infor-
mation security policies and related topic-specific procedures are reviewed at least annually or upon material
changes.

The control environment is further supported by segregation between production and non-production environ-
ments, role-based access principles, multifactor authentication, logging and monitoring, vulnerability manage-
ment, annual or periodic assurance activities, employee awareness training and supplier due diligence.

3.4. Risk management

Cloud Factory performs risk assessments for network and information systems used to provide the license man-
agement platform and related support services. The risk process includes identification of relevant assets, sys-
tems, suppliers and business processes; assessment of threats, likelihood and consequence; determination of
inherent and residual risk; and definition of risk treatment activities.
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Risks above management-defined thresholds are treated, monitored, transferred, accepted or otherwise ad-
dressed based on proportionality, business criticality and available controls. Risk assessments and risk treat-
ment plans are updated at least annually and when significant changes occur, such as material changes to the
platform architecture, supplier landscape, threat landscape, regulatory requirements or service scope. Manage-
ment monitors the progress of mitigation activities through internal governance forums, ticketing, risk memos
and other management reporting.

3.5. Information and communication

Cloud Factory communicates internally about information security through policies, procedures, training, man-
agement reporting, incident processes, internal meetings and ticketing workflows. Relevant employees receive
instructions on cyber hygiene, personal data handling, security practices, incident escalation and use of internal
systems.

Externally, Cloud Factory communicates with partners through contractual documentation, the Partner Portal,
support channels, email, status pages and published compliance materials.

Where a security incident or event may affect customers, Cloud Factory’s incident procedures are designed to
support timely internal escalation, assessment of customer impact and communication in accordance with con-
tractual obligations, applicable data protection requirements. Cloud Factory supports customers with infor-
mation reasonably necessary for their own assessment and regulatory reporting obligations.

3.6. Monitoring

Cloud Factory monitors relevant network and information systems through a combination of technical monitor-
ing, logging, alerting, supplier monitoring, vulnerability management, penetration testing, ticketing and man-
agement follow-up. Monitoring activities are designed to detect operational issues, security events, unauthorised
access attempts, changes to privileged rights, system errors and other relevant indicators.

Logs and monitoring data are collected and reviewed based on defined procedures and technical capabilities.
Platform and infrastructure monitoring is supplemented by supplier assurance review, vulnerability scanning,
penetration testing and internal follow-up on findings. Identified weaknesses are tracked and prioritised based
on risk and business impact.

The effectiveness of risk mitigation measures is assessed through periodic management review, evidence collec-
tion, audit and assurance activities, technical testing, incident review, supplier review and follow-up on tickets
and remediation plans. Material deviations, overdue actions or accepted risks are escalated through the relevant
governance process.

3.7. Control objectives and control procedures

The control objectives below have been considered relevant for the network and information systems used to
provide the Partner Portal, Customer Portal and related support processes.

Any required or agreed-upon improvements identified through risk assessments, audits, penetration tests, sup-
plier reviews or incident reviews are implemented on an ongoing basis. Relevant updates are communicated to
customers through agreed channels such as the Partner Portal, Statuspage or email. To support compliance with
NIS2-related requirements and customer agreements, Cloud Factory has implemented safeguards and controls
aligned with the following control objectives:

e Control objective 1: Policies on risk analysis and information system security
Formalised policies and procedures are in place to ensure sufficient guidance, role and responsibilities
are established to support a structured and formalised process to identify risks and to anchor infor-
mation security in the organisation.

¢ Control objective 2: Incident handling (prevention, detection and response to incidents)
Formalised procedures and controls are in place to ensure timely and proper handling, including detec-
tion, resolution and reporting of incidents to customers.
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¢ Control objective 3: Business continuity, such as backup management, disaster recovery
and crisis management
Formalised procedures and controls are in place to ensure continued operation and availability of ser-
vices in case of disaster.

¢ Control objective 4: Supply chain security, including security-related aspects concerning
the relationships between the company and its direct suppliers or service providers
Formalised procedures and controls are in place to ensure relevant direct service providers (including
suppliers) through the entire supply chain are identified and monitored to ensure compliance with com-
pany security requirements and service level agreements.

¢ Control objective 5: Security in network and information systems acquisition, develop-
ment and maintenance, including vulnerability handling and disclosure
Formalised procedures and controls are in place to ensure that critical assets are properly developed,
maintained and protected against vulnerabilities from internal and external threats.

¢ Control objective 6: Policies and procedures to assess the effectiveness of cybersecurity
risk-management measures
Formalised procedures and controls are in place to ensure that cyber-related risk and threats are identi-
fied, monitored and remediated in timely manner.

¢ Control objective 7: Basic cyber hygiene practices and cybersecurity training
Formalised procedures and controls are in place to ensure that cyber hygiene practices are implemented
in the organisation and employees complete ongoing training/education related to cyber security.

¢ Control objective 8: Policies and procedures regarding the use of cryptography and,
where appropriate, encryption
Formalised procedures and controls are in place to ensure that critical assets are protected by encryp-
tion.

¢ Control objective 9: Human resources security, access control policies and asset manage-
ment
Formalised procedures and controls are in place to ensure that human resources, access control and as-
set management are structured, formalised and maintained to ensure an appropriate security level.

¢ Control objective 10: The use of multifactor authentication or continuous authentication
solutions, secured voice, video and text communications and secured emergency commu-
nication systems within the company, where appropriate
Formalised procedures and controls are in place to ensure a strong authentication process for access
management to critical assets and secured emergency communication.

3.8. Complementary controls at subservice providers

Cloud Factory uses subservice providers and suppliers for parts of the platform and supporting operations. The
achievement of certain control objectives therefore depends on complementary controls operated by those sub-
service providers.

Relevant subservice providers and suppliers may include hosting and housing providers, identity and access man-
agement providers, support and ticketing tools, logging and monitoring tools, infrastructure and database pro-
viders, upstream cloud vendors and other technical service providers used to provide or support the platform.

Cloud Factory expects relevant subservice providers to maintain appropriate technical, organisational and oper-
ational controls, including as applicable:

e physical and environmental security for data centre and hosting facilities
e network, infrastructure and platform security controls

e access control, privileged access management and logging

e backup, disaster recovery and continuity arrangements

10
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¢ incident detection, response and notification processes

e vulnerability management and patch management

e confidentiality, data protection and secure deletion obligations

e periodic assurance, certification or other evidence of security posture where available.

Cloud Factory monitors relevant suppliers through regular monitoring, contractual requirements, review of avail-
able assurance documentation, security questionnaires, risk assessments, incident follow-up and periodic review
of supplier criticality. Any material weaknesses identified in supplier documentation or operations are assessed
and addressed through mitigation actions, dialogue with the supplier, risk acceptance or alternative treatment
measures.

3.9. Complementary controls at users

The partner is responsible for implementing security measures within their own organisation, including the pro-
tection of integrity, confidentiality and availability in data and systems. Cloud Factory A/S recommends that the
partner follows a security framework, such as ISAE 3402, ISO 27001, CIS18 or similar standards, to achieve a high
level of security.

To enhance the protection of data and systems, the partner is encouraged to implement the following complemen-
tary actions:

e Access to Cloud Factory’s platform and the associated data should be limited to authorised personnel
only, using strong authentication methods, restricted user roles and the principle of least privilege to re-
duce unnecessary access.

e All relevant internal devices should be protected with up-to-date antivirus and anti-malware software,
and these tools should be actively monitored to detect and mitigate potential threats.

¢ Employees should be regularly trained in security best practices, including recognising phishing attempts,
managing strong passwords and handling personal data with care, to minimise the risk of breaches caused
by human error.

e The partner should take steps to ensure that the data being processed is kept accurate and current, cor-
recting or removing outdated or incorrect entries as needed.

e In cases where support is requested, the partner should ensure that only the data necessary for resolving
the support request is shared or made accessible.

e The partner should notify Cloud Factory without undue delay of incidents, suspected compromise, unau-
thorised access, erroneous provisioning or other events that may affect the platform, users or downstream
environments.

e The partner should perform timely user administration, including creation, change and removal of user
access when employees change role or leave the organisation.

e Cloud Factory’s general deletion policy is that user data will be deleted after two years of inactivity on the
platform. If a user needs to be deleted earlier, it is the partner’s responsibility to notify Cloud Factory
about such need for deletion.

11
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4. Control objectives, control activity, tests and test results

4.1. Overview of control objectives, control activity, tests and test results

Control objective 1 — Policies on risk analysis and information system security

Formalised policies and procedures are in place to ensure sufficient guidance, roles and responsibilities are established to support a structured and formalised process
to identify risks and to anchor information security in the organisation.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
1.1 A formalised organisational structure around roles Inquired how roles and responsibilities are de- No exceptions noted.
(1.A)  and responsibilities for providing NIS2 services fined.
has been defined and implemented within the Inspected that a formalised procedure is designed
company. and implemented to ensure that roles and respon-
sibilities for providing NIS2 services are defined
and formalised.
Observed that the actual roles and responsibilities
are in line with the procedure.
1.2 The company has prepared and implemented a Inquired how the information security policy is No exceptions noted.
(1.A)  policy for information security in network and in-  approved and communicated to relevant stake-

formation systems. The policy is approved by
Management and communicated to all relevant
stakeholders (internal/external), including the
company’s employees. Assessments are made on a
regular basis — and at least once a year — as to
whether the information security policy should be
updated based on new information from the rele-
vant authorities or/and changes in risk scenarios.

holders.

Inspected that the company has prepared and im-
plemented a policy for information security in net-
work and information systems.

Inspected that the information security policy is
approved by Management and communicated to
relevant stakeholders.

Inspected that the information security policy has
been assessed within the last year, and, if needed,
updated according to the assessment.

12
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Control objective 1 — Policies on risk analysis and information system security

Formalised policies and procedures are in place to ensure sufficient guidance, roles and responsibilities are established to support a structured and formalised process
to identify risks and to anchor information security in the organisation.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
1.3 The information security policy sets out guidelines Inspected that the information security policy in- No exceptions noted.
(1.A) for incorporation of information security require-  corporates information security requirements
ments driven from internal as well as external driven from internal requirements and external
mechanisms such as business strategy, GDPR and  regulations.
NIS2 regulation. Inspected that compliance with the policy is en-
Compliance with the policy is ensured through in-  sured through internal and external reviews.
ternal and external reviews.
1.4 A risk assessment is performed based on require-  Inquired about the process for performing the risk  No exceptions noted.
(1.B)  ments from/to customers/service providers and assessment.
following a well—kngwn 1¥1(.1ust1"1a1 .standard/ ap- Inspected that the process for performing risk as-
proach where each identified risk is assessed from  geogsments is formalised and Management-ap-
an NIS2 perspective. proved.
Inspected that the risk assessment is performed
from an NIS2 perspective and in accordance with
requirements from/to customers/service provid-
ers and following an industrial standard/ap-
proach.
1.5 The formalised process ensures that the risk as- Inspected that the risk assessment includes the No exceptions noted.
(1.B)  sessment includes the following activities: following activities:

¢ Risk identification: find, recognise and de-
scribe the risk

¢ Risk analysis: determine the causes/sources
of the risk, the likelihood, consequence and
severity.

¢ Risk identification: find, recognise and de-
scribe the risk

¢ Risk analysis: determine the causes/sources
of the risk, the likelihood, consequence and
severity.

13
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Control objective 1 — Policies on risk analysis and information system security

Formalised policies and procedures are in place to ensure sufficient guidance, roles and responsibilities are established to support a structured and formalised process
to identify risks and to anchor information security in the organisation.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
1.6 Consequence criteria are developed considering Inquired about the process for development of No exceptions noted.
(1.B)  the extent of damage, loss or harm to the company  consequence criteria.
and/or the critical infrastructure in the commu- Inspected that consequence criteria have been de-
nlty.from th? loss of avallgblllty of infor- veloped with regard to loss and damage to the
mation/services perspective. company and/or the critical infrastructure in soci-
ety based on the loss of availability of infor-
mation/services.
1.7 The company continuously updates the risk as- Inquired about the formalised process for evaluat- No exceptions noted.
(1.B)  sessment and the risk treatment on a regular ba- ing and updating risk assessments.
sis, at least annually and in case of changes. Inspected that risk assessments are evaluated and,
if needed, updated annually.
Inspected that risk assessments are updated and
approved by Management on an annual basis.
1.8 Management (board of directors/Risk Committee = Inquired how Management monitors the identi- No exceptions noted.
(1.B)  etc) monitors the identified risks, the progressin  fied risks.

mitigation actions and the general threat land-
scape on an ongoing basis (e.g. monthly/quar-
terly).

Inspected that Management monitors the identi-
fied risk, the progress in mitigating actions and the
general threat landscape on an ongoing basis.

14
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Control objective 2 — Incident handling (prevention, detection and response to incidents)
Formalised procedures and controls are in place to ensure timely and proper handling, including detection, resolution and reporting, of incidents to customers.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
2.1 Management responsibilities and procedures are Inspected that management responsibilities are No exceptions noted.
(2.A) established to ensure quick, efficient and planned  established.
handling of 1pformat10n security incidents related Inspected that a formal procedure is designed and
to NIS2 services. implemented ensuring quick, efficient and
The procedure contains specific prioritisation and  planned handling of information security inci-
time frame for handling information security inci-  dents related to NIS2 services.
dents and communication channels. Inspected that the formal procedure contains in-
formation about:
e Prioritisation
e Time frame for handling security incidents
e Communication channels.
Inspected that the procedure is Management-ap-
proved on an annual basis or if any changes occur
in the process.
2.2 An incident response plan has been prepared and  Inspected that an incident response plan is pre- No exceptions noted.
(2.A) frameworks have been established for handling pared for handling major information security in-
major information security incidents, which must  cidents which must be resolved within a set time
be resolved within a set time frame. frame.
2.3 An ITSM tool or similar is used for efficient han- Inquired about the process for recording and re- No exceptions noted.
(2.A) dling of documentation and reporting of infor- porting of information security incidents.
mation security incidents. Inspected that an ITSM tool or similar is imple-
mented and used for handling, documenting and
reporting of information security incidents.
2.4 A management monitoring control is in place to Inquired about Management's monitoring of in- No exceptions noted.
(2.A) ensure information security incidents are resolved formation security incidents.

within predefined time and in accordance with
Management’s expectations.

Inspected for a sample of information security in-
cidents that these are resolved within the prede-
fined time frame and in accordance with Manage-
ment’s expectations.
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@3 cloud Factory

Control objective 2 — Incident handling (prevention, detection and response to incidents)
Formalised procedures and controls are in place to ensure timely and proper handling, including detection, resolution and reporting, of incidents to customers.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
2.5 If any information security incidents occur that Inquired about the procedure for communication =~ No exceptions noted.
(2.A, could affect compliance with NIS2, the company to customers of information security incidents af-
5.B) must inform the customers and relevant authori- fecting compliance with NIS2.
ties without undue delay and within the agreed Inspected for a sample of information security in-
time frame after having become aware of such in-  cidents that these have been communicated to
formation security incident. customers and relevant authorities without undue
delay and within the agreed time frame.
2.6 The company performs regular, at least annual, Inquired about the procedure for regular tests of No exceptions noted.
(2.A) tests of the information security incident reporting  the information security incident reporting pro-
process. cess.
Inspected that the information security incident
reporting process has been tested at least annu-
ally.
2.7 The company has established and maintains a pro- Inquired about the log management process. No exceptions noted.
(2.B)  cedure, including baselines, for audit logs. Inspected that a formalised procedure is imple-

mented that includes baseline with regard to con-
figuration, collection, protection and monitoring
of logs.
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@3 cloud Factory

Control objective 2 — Incident handling (prevention, detection and response to incidents)
Formalised procedures and controls are in place to ensure timely and proper handling, including detection, resolution and reporting, of incidents to customers.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
2.8 Logs are configured in systems, databases and net- Inquired about the log management process. No exceptions noted.
(2.B)  work components for the following areas: Inspected that a formalised procedure is imple-
e Activities performed by system administra-  mented that includes baseline with regard to con-
tor and other users with privileged access figuration, collection, protection and monitoring
e Security events including changes in log set- of logs. )
tings, including deactivation of logs, changes ~ Inspected for a sample of logs that the following
in user’s access rights and failed login at- areas are logged and monitored with regard to sys-
tempts to systems, databases and network tems, databases and network components:
components. e Activities performed by system administra-
tor and other users with privileged access
e Security events including changes in log set-
tings, including deactivation of logs, changes
in user’s access rights and failed login at-
tempts to systems, databases and network
components.
2.9 Logs are protected against manipulation/technical Inquired about the log management process. No exceptions noted.
(2.B)  errors and are reviewed periodically. Inspected that a formalised procedure is imple-

mented that includes baseline with regard to con-
figuration, collection, protection and monitoring
of logs.

Inspected for a sample of systems and databases
that logs are protected against manipulation/tech-
nical errors by forwarding the logs to a sys-log
server.

Inspected that logs are reviewed periodically.
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pwc @3 Cloud Factory

Control objective 2 — Incident handling (prevention, detection and response to incidents)
Formalised procedures and controls are in place to ensure timely and proper handling, including detection, resolution and reporting, of incidents to customers.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
2.10 Monitoring is implemented for systems and data-  Inquired about the log management process. No exceptions noted.
(2.B)  baseswith an alarm feature that is activated by Inspected that a formalised procedure is imple-

relevant events. mented that includes baseline with regard to con-

figuration, collection, protection, notifications and
monitoring of logs.

Inspected for a sample of systems and databases
that monitoring with an alarm features activated
through relevant events is implemented for sys-
tems and databases.
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@3 cloud Factory

Control objective 3 — Business continuity such as backup management, disaster recovery and crisis management
Formalised procedures and controls are in place to ensure continued operation and availability of services in case of a disaster.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
3.1 The company has implemented a formalised and Inspected that a formalised and approved business No exceptions noted.
(3.A) approved business continuity plan that includes a  continuity plan is implemented that includes a de-
description of a resilient technical infrastructure, scription of a resilient technical infrastructure, es-
establishment of a crisis management capacity, co- tablishment of a crisis management capacity, coor-
ordination and maintenance of business continu-  dination and maintenance of business continuity
ity plans and measures. plans and measures.
Inspected that the technical infrastructure and cri-
sis management capabilities are tested periodically
(at least annually).
3.2 A business continuity plan is developed and docu-  Inspected that the business continuity plan in- No exceptions noted.
(3.A) Mmented to support NIS2-related services. cludes procedures on how to respond to, recover,
This plan describes the procedures to respond to, ~ resume and restore a pre-defined level of opera-
recover, resume and restore a pre-defined level of ~ tion for the related NIS2 services.
operation for the related services. Inspected that the business continuity plan is
The business continuity plan is tested at least an-  tested at least annually.
nually.
3.3 The company has determined requirements for in- Inspected the IT disaster recovery and business No exceptions noted.
(3.4) formation security and information security conti- continuity plan.

nuity in critical situations, for example in the
event of a crisis or disaster.

Inspected that plans include requirements for in-
formation security and information security conti-
nuity in the event of a crisis.
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@3 cloud Factory

Control objective 3 — Business continuity such as backup management, disaster recovery and crisis management
Formalised procedures and controls are in place to ensure continued operation and availability of services in case of a disaster.

No.

Cloud Factory’s control activity

Tests performed by PwC

Result of PwC’s tests

3.4
(3.B)

A Management-approved backup procedure is es-
tablished. The procedure includes frequency of
backup, location and monitoring controls to ad-
dress failures of scheduled backups.

Inspected that a formalised backup procedure is
designed and implemented.

Inspected that the backup procedure includes in-
formation about frequency of backup, location and
monitoring controls to address failures of sched-
uled backups.

Inspected that the backup procedure is approved
by Management.

Inspected for a sample of days that backup is per-
formed.

Inspected for a sample of failed backup jobs that
these are monitored and resolved.

No exceptions noted.

3.5
(3.B)

Backup of information related to relevant systems
and data is maintained and tested on a regular ba-
sis and in accordance with the procedure.

Inspected that a formalised procedure for regular
restore tests of backup is designed and imple-
mented.

Inspected for a sample of restore tests that these
have been completed successfully.

Inspected that in case of errors identified in the re-
store tests, these have been evaluated and re-
solved, and, if needed, that the backup procedure
has been adjusted.

No exceptions noted.

3.6
(3.B)

The backup data is kept at a different location than
the primary production site. Access and the logical
connection between backup and production site
are limited.

Inspected that backups are stored at a physically
different location than the production site.

Inspected that segregation of duties between
backup and production data is implemented and
maintained.

Inspected that the logical connection between

backup and production sites is limited to prede-
fined time slots/windows.

No exceptions noted.
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@3 cloud Factory

Control objective 3 — Business continuity such as backup management, disaster recovery and crisis management
Formalised procedures and controls are in place to ensure continued operation and availability of services in case of a disaster.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
3.7 The company has identified requirements for the Inquired about the requirements for availability of = No exceptions noted.
(3.c) availability of NIS2-related services and infor- the NIS2-related services.

mation systems through design and implementa-  ypgpected that information systems have been de-

tion of systems architecture VYlth appropriate re- signed with appropriate controls related to redun-

dundancy to meet these requirements. dancy to meet the requirements for availability of

the NIS2 services.

3.8 The company has implemented controls ensuring  Inquired about the availability of an alternative fa- No exceptions noted.
(3.C) sufficient redundancy to meet availability require- cility to maintain operation in case of a disaster

ments, including availability of an alternate facility ~where the primary facility becomes unavailable.

(i.e. disaster recovery site) not subject to the same  [pgpected that arrangements for an alternate facil-

threats as the primary facility, if relevant. ity have been made in order to continue operation

in case of a disaster.

3.9 A crisis management plan based on a risk assess- Inspected that a Management-approved plan is No exceptions noted.
(3.0) Mentis implemented and approved by Manage- implemented that includes procedures to ensure

ment. cyber security during a crisis, defines roles and re-

The plan is maintained and includes procedures to ~ Sponsibilities (inc_luding relevant ser.vice.provid—

ensure cyber security during a crisis, defines roles  €IS); communication channels and timelines tor

and responsibilities (including relevant service authorities/CSIRT.

providers), communication channels and time-

lines to authorities/CSIRT/customers.
3.10 The crisis management plan is tested and updated  Inspected that the crisis management plan is No exceptions noted.
(3.D) periodically (at least annually) and/or in case of tested and updated periodically (at least annually)

changes.
The result of the test is documented.

Based on the result, relevant improvement/reme-
diation initiatives are recorded and subsequently
implemented.

and/or in case of changes.
Inspected that the test is documented.

Inspected that relevant improvement/remediation
initiatives are recorded and subsequently imple-
mented

21

Penneo dokumentneagle: LILJV-ADI4Y-HWO3L-G8E2W-G10AK-BUI64



pwe

@3 cloud Factory

Control objective 3 — Business continuity such as backup management, disaster recovery and crisis management
Formalised procedures and controls are in place to ensure continued operation and availability of services in case of a disaster.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
3.11 The company has implemented a process to man-  Inspected that the company has implemented a No exceptions noted.
(3.D) age and use information about for example secu- process to manage and use information about for

rity incidents, vulnerabilities, threats and example security incidents, vulnerabilities, threats

measures that are obtained from the national and measures that are obtained from the national

CSIRT or, where relevant, the sector-specific au- CSIRT or, where relevant, the sector-specific au-

thorities. thorities.
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@3 cloud Factory

Control objective 4 — Supply chain security, including security-related aspects concerning the relationships between the company and its direct
suppliers or service providers

Formalised procedures and controls are in place to ensure relevant direct service providers (including suppliers) through the entire supply chain are identified and
monitored to ensure compliance with company security requirements and service level agreements.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
4.1 The company has implemented formalised proce-  Inquired about the process regarding evaluation of No exceptions noted.
(4) dures and processes to ensure the information se-  the information security risk of NIS2-related ex-
curity risk associated with the significant NIS2-re-  ternal service providers and suppliers.
lated externa} service providers (for example Inspected that a formalised procedure is designed
power, technical assistance, cloud vendors, OT, and implemented in order to ensure periodic eval-
outsourced development, etc.) is documented. uation of the information security risk of signifi-
cant NIS2-related external service providers and
suppliers.
Inspected that the procedure is approved by Man-
agement on an annual basis or if any changes oc-
cur in the process.
Inspected that the information security risk of sig-
nificant NIS2-related external service providers
and suppliers is evaluated and updated at least an-
nually.
4.2 The company has implemented a formalised pro-  Inquired about the process for identification and No exceptions noted.
(4) cedure to ensure that significant NIS2-related ex-  monitoring of significant NIS2-related external

ternal service providers and suppliers comply with
the company's security requirements and
measures.

service providers and suppliers.

Inspected that a formalised procedure is designed
and implemented to ensure that the company’s se-
curity requirements are communicated to signifi-
cant NIS2-related external service providers and
suppliers.
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@3 cloud Factory

Control objective 4 — Supply chain security, including security-related aspects concerning the relationships between the company and its direct
suppliers or service providers

Formalised procedures and controls are in place to ensure relevant direct service providers (including suppliers) through the entire supply chain are identified and
monitored to ensure compliance with company security requirements and service level agreements.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
4.3 The company continuously monitors significant Inquired about the process for identification and No exceptions noted.
(4) NIS2-related external service providers and sup- monitoring of significant NIS2-related external
pliers for compliance with security measures, inci- service providers and suppliers.
dent handling, significant changes, etc. Inspected for a sample of providers that the com-
pany has performed monitoring to ensure that sig-
nificant NIS2-related external service providers
and suppliers comply with the company's security
requirements and measures.
4.4 Contracts with significant NIS2-related external Inquired about the risk assessment process of sig-  No exceptions noted.
4) service providers and suppliers include appropri-  nificant NIS2-related external service providers
ate security requirements based on risks identified and suppliers.
during risk assessment of the service provider. Inspected that the risk assessment framework en-
forces evaluation against relevant security require-
ments.
Inspected for a sample of contracts that security
requirements derived from the risk assessment are
included in the contract agreed with significant
NIS2-related external service providers and sup-
pliers.
4.5 Mitigating actions are planned and implemented Inquired about the process of risk mitigation with ~ No exceptions noted.
4) in a timely manner to address identified risks re- regard to significant NIS2-related external service

lated to significant NIS2-related external service
providers and suppliers.

providers and suppliers.

Inspected that mitigation actions are planned and
implemented when risks related to significant
NIS2-related external service providers and sup-
pliers are identified.
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@3 cloud Factory

Control objective 4 — Supply chain security, including security-related aspects concerning the relationships between the company and its direct
suppliers or service providers

Formalised procedures and controls are in place to ensure relevant direct service providers (including suppliers) through the entire supply chain are identified and
monitored to ensure compliance with company security requirements and service level agreements.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
4.6 Relevant assurance reports from significant NIS2-  Inquired about the process for monitoring of sig- No exceptions noted.
(4) related external service providers and suppliers nificant NIS2-related external service providers

are subject to annual review. If substantial weak-
nesses are found, appropriate investigative actions
are undertaken and mitigations for weaknesses
put in place.

and suppliers.

Inspected that a formalised procedure is designed
and implemented to ensure relevant assurance re-
ports are obtained from significant NIS2-related
external service providers and suppliers and in-
spected.

Inspected on a sampling basis of that relevant as-
surance reports are obtained from significant
NIS2-related external service providers and sup-
pliers and inspected.

Inspected that identified weaknesses are evaluated
to ensure mitigating actions are being planned and
performed.
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@3 cloud Factory

Control objective 5 — Security in network and information systems acquisition, development and maintenance, including vulnerability handling and
disclosure

Formalised procedures and controls are in place to ensure that critical assets are properly developed, maintained and protected against vulnerabilities from internal
and external threats.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
5.1 Network infrastructure and associated documen- Inspected that formalised documentation is in No exceptions noted.
(5.A) tation are maintained and up to date, including place in order to provide an overview of the net-
network diagrams and configuration files of de- work diagram, including other relevant devices
vices (e.g. routers and switches). such as routers and switches.

Inspected that the documentation of network dia-

grams and configuration is up to date.
5.2 Network devices are hardened according to indus-  Inspected that there is a baseline for hardening No exceptions noted.
(5.A) try-standard hardening configuration templates. network devices based on a recognised standard.

Inspected for a sample of network devices that

these are configured according to the baseline.
5.3 Internal networks have been segmented to ensure  Inquired about the practices and processes regard- No exceptions noted.
(5.A) restricted access to systems and databases. ing segmentation of the network.

Inspected the network diagram evidencing that

the internal network is segmented.

Inspected configuration files and rule sets in net-

work devices to ensure effective network segmen-

tation.
5.4 Changes to systems, databases or networks are Inquired about the change management process No exceptions noted.
(5.4) made consistently with established procedures related to systems, databases or networks.

that ensure maintenance using relevant updates
and patches, including security patches.

Inspected that a formalised procedure is designed

and implemented describing the change and patch
management process to systems, databases or net-
works.

Inspected for a sample of changes that imple-
mented changes and patches to systems, databases
or networks have been handled and documented
in accordance with the formalised procedure.
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@3 cloud Factory

Control objective 5 — Security in network and information systems acquisition, development and maintenance, including vulnerability handling and
disclosure

Formalised procedures and controls are in place to ensure that critical assets are properly developed, maintained and protected against vulnerabilities from internal
and external threats.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
5.5 The company has implemented a Management- Inspected that the company has implemented a No exceptions noted.
(5.A) approved procedure to ensure cyber security in the Management-approved procedure to ensure cyber
following areas: security in the following areas:
e When acquiring IT products or services from e  When acquiring IT products or services from
third parties third parties
¢ When developing and maintaining networks ¢ When developing and maintaining networks
and information systems and information systems
¢ When decommissioning/disposing of net- e When decommissioning/disposing of net-
work and information systems. work and information systems.
The procedure is based on the company’s infor- Inspected that the procedure is based on the com-
mation security policy, policy for risk management pany’s information security policy, policy for risk
and policy for vendor management. management and policy for vendor management.
5.6 Lifecycle governance is continuously reviewed and  Inspected that lifecycle governance is continuously No exceptions noted.
(5.A) updated in the event of periodic or significant reviewed and updated in the event of periodic or
changes. significant changes.
5.7 Formalised procedures are implemented, and reg- Inspected that assessments of the robustness of No exceptions noted.
(5.B) ular assessments of the robustness of the systems  the systems and processes used by the company in
and processes used by the company in the provi- the provision of NIS2 services are followed.
sion of NIS2 services are followed. Inspected that the procedure is reviewed regularly
and is approved by Management.
5.8 The company has implemented a process for man- Inquired about the process of managing vulnera- No exceptions noted.
(5.B) aging technical vulnerabilities and maintains ca- bilities.

pabilities/mechanisms to identify existing vulner-
abilities in relation to NIS2 services.

Inspected that a formalised procedure is imple-
mented, and relevant capacities/mechanisms are
used to ensure vulnerabilities are assessed and
managed on an ongoing basis.
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pwc @3 Cloud Factory

Control objective 5 — Security in network and information systems acquisition, development and maintenance, including vulnerability handling and
disclosure

Formalised procedures and controls are in place to ensure that critical assets are properly developed, maintained and protected against vulnerabilities from internal
and external threats.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
5.9 Ongoing vulnerability scans are performed on as-  Inquired about the process of managing vulnera- No exceptions noted.
(5.B) sets used for NIS2 services. bilities.

Inspected that ongoing vulnerability scans are per-
formed on assets used for NIS2 services, and when
vulnerabilities are identified, they are risk as-
sessed, prioritised and resolved in a timely man-
ner.
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@3 cloud Factory

Control objective 6 — Policies and procedures to assess the effectiveness of cyber security risk management measures
Formalised procedures and controls are in place to ensure that cyber-related risks and threats are identified, monitored and remediated in a timely manner.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
6.1 A Management-approved procedure is imple- Inspected that a Management-approved procedure No exceptions noted.
(6.A) mented to ensure that implemented security is implemented to ensure that implemented secu-

measures continue to be sufficient against relevant rity measures continue to be sufficient against rel-

risks and internal requirements. The procedure evant risks and internal requirements. The proce-

must assess whether the information security pol-  dure must assess whether the information security

icy is in accordance with internal requirements, policy is in accordance with internal requirements,

applicable legislation and relevant implementation applicable legislation and relevant implementation

acts (e.g. EU 2024/2690). acts (e.g. EU 2024/2690).
6.2 A Management-approved procedure defines roles, Inspected that the procedure defines roles, meth-  No exceptions noted.
(6.A) methods and tools for performing assessments, in-  ods and tools for performing assessments, includ-

cluding risk-based technical tests (e.g. scans and ing risk-based technical tests (e.g. scans and pene-

penetration tests). tration tests).

The procedure contains requirements for as- Inspected that the procedure contains require-

sessing compliance with legal /regulatory require-  ments for assessing compliance with legal/regula-

ments, compliance with policies as well as the ef- tory requirements, compliance with policies as

fectiveness and maintenance of the measures for well as the effectiveness and maintenance of the

the individual protected assets. It also includes the measures for the individual protected assets and

preservation of documentation and a remedial that it also includes the preservation of documen-

process for ineffective measures (owners, dead- tation and a remedial process for ineffective

lines and follow-up). measures.
6.3 A Management-approved procedure is mapped to  Inspected that the procedure is prepared based on  No exceptions noted.
(6.A) the company's information security policy, risk as-  the company’s information security policy, risk as-

sessment and incident handling.

The procedure is continuously reviewed and up-
dated in case of major changes in the business and
in the threat picture.

sessment and incident handling.

Inspected that the procedure is continuously re-
viewed and updated in case of major changes in
the business and in the threat picture.
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@3 cloud Factory

Control objective 6 — Policies and procedures to assess the effectiveness of cyber security risk management measures
Formalised procedures and controls are in place to ensure that cyber-related risks and threats are identified, monitored and remediated in a timely manner.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
6.4 In relation to critical infrastructure and applica- Inspected that a periodic and documented test of =~ No exceptions noted.
(6.B) tions, periodic tests are carried out based on a critical infrastructures and applications is per-

risk-based approach to test types (vulnerability
scans, penetration tests, red/blue team activities,
configuration reviews, code reviews, social engi-
neering tests, testing of access controls), fre-
quency, scope and triggering factors (installations,
maintenance, upgrades, etc.).

The test is documented, and irregularities are risk-
classified, followed for remediation and retested to
confirm closure.

formed in the form of e.g. vulnerability scans, pen-
etration tests, red/blue team activities, configura-
tion reviews, code reviews, social engineering tests
and testing of access controls.

Inspected that irregularities are assessed, classi-
fied and remedied.
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@3 cloud Factory

Control objective 7 — Basic cyber hygiene practices and cyber security training

Formalised procedures and controls are in place to ensure that cyber hygiene practices are implemented in the organisation and employees complete ongoing train-
ing/education related to cyber security.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
7.1 Cyber hygiene policies and procedures are imple-  Inquired about the process for monitoring the No exceptions noted.
(7.A) mented, which include, but are not limited to, the  cyber hygiene programme.

following;:

Establish a minimum set of baseline security
policies (see “1. Risk analysis and security
policy for information systems”)

Take regular backup copies of relevant data,
test the backed-up data (integrity checks)
and test procedures for recovery from
backup (see “3. Backup”)

Plan capacity and resources (personnel and
IT resources) to avoid potential capacity bot-
tlenecks (see “3. Redundancy”)

Prepare a crisis management plan for inci-
dents (see “3. Crisis management”)

Regularly evaluate the cyber security of the
entity's IT supply chain (see "4. Supply chain
security™)

Establish risk-based service level agree-
ments (SLAs) with suppliers and service pro-
viders (see "4. Supply chain security")

Regularly install patches and updates for op-
erating systems and applications (see “5.
Procurement, development and mainte-
nance”

Install and automatically update anti-mal-
ware software on all relevant assets (see “5.
Procurement, development and mainte-
nance”

Inspected that Management has implemented
monitoring controls to ensure compliance with
cyber hygiene policies and procedures, which in-
clude, but are not limited to, the following:

Establish a minimum set of baseline security
policies (see “1. Risk analysis and security
policy for information systems”)

Take regular backup copies of relevant data,
test the backed-up data (integrity checks)
and test procedures for recovery from
backup (see “3. Backup”)

Plan capacity and resources (personnel and
IT resources) to avoid potential capacity bot-
tlenecks (see “3. Redundancy”)

Prepare a crisis management plan for inci-
dents (see “3. Crisis management”)

Regularly evaluate the cyber security of the
entity's IT supply chain (see "4. Supply chain
security™)

Establish risk-based service level agree-
ments (SLAs) with suppliers and service pro-
viders (see "4. Supply chain security")

Regularly install patches and updates for op-
erating systems and applications (see “5.
Procurement, development and mainte-
nance”
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@3 cloud Factory

Control objective 7 — Basic cyber hygiene practices and cyber security training

Formalised procedures and controls are in place to ensure that cyber hygiene practices are implemented in the organisation and employees complete ongoing train-
ing/education related to cyber security.

No. Cloud Factory’s control activity

Tests performed by PwC

Result of PwC’s tests

Segment the entity's network according to
the criticality of the assets (see "5. Procure-
ment, development and maintenance")

Perform regular, automated vulnerability
scans across the device's network and infor-
mation systems (see “6. Technical tests”)

Carry out regular security tests (see “6. Tech-
nical tests”)

Build cyber security culture and awareness
through regular user training (see “7. Cyber
security training”)

Encrypt data at rest and in transit in accord-
ance with asset classification levels (see “8.
Cryptography”)

Limit administrative privileges (see “9. Ac-
cess control”)

Enforce strong passwords (see “9. Access
control”)

Apply multi-factor authentication (MFA) in
accordance with asset classification levels
(see “10. Multifactor authentication”)

Limit network ports and services to what is
strictly necessary for the entity's business
needs (see “9. Access control”)

Maintain an inventory of hardware and soft-
ware assets (see “9. Asset management”).

Install and automatically update anti-mal-
ware software on all relevant assets (see “5.
Procurement, development and mainte-
nance”

Segment the entity's network according to
the criticality of the assets (see "5. Procure-
ment, development and maintenance")

Perform regular, automated vulnerability
scans across the device's network and infor-
mation systems (see “6. Technical tests”)

Carry out regular security tests (see “6. Tech-
nical tests”)

Build cyber security culture and awareness
through regular user training (see “7. Cyber
security training”)

Encrypt data at rest and in transit in accord-
ance with asset classification levels (see “8.
Cryptography”)

Limit administrative privileges (see “9. Ac-
cess control”)

Enforce strong passwords (see “9. Access
control”)

Apply MFA in accordance with asset classifi-
cation levels (see “9. Access control”)

Limit network ports and services to what is
strictly necessary for the entity's business
needs (see “9. Access control”)

Maintain an inventory of hardware and soft-
ware assets (see “9. Asset management”).
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@3 cloud Factory

Control objective 7 — Basic cyber hygiene practices and cyber security training

Formalised procedures and controls are in place to ensure that cyber hygiene practices are implemented in the organisation and employees complete ongoing train-
ing/education related to cyber security.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
7.2 Formalised procedures exist for cyber security Inspected that formalised procedures exist for No exceptions noted.
(7.B)  awareness training, which include, but are not cyber security awareness training, which include,
limited to, the following;: but are not limited to, the following:
¢ Roles and entities included in management ¢ Roles and entities included in management
security training security training
¢ Training of members of the management e Training of members of the management
bodies bodies
¢ Knowledge sharing between members of ¢ Knowledge sharing between members of
Management and essential and important Management and essential and important
entities of the company's organisation. entities of the company's organisation.
Inspected that the procedures are Management-
approved on an annual basis or if any changes oc-
cur in the process.
7.3 Awareness training is provided to the company's Inquired about the process of awareness training No exceptions noted.
(7.B) Management on a regular basis with respect to the  of the company's Management.
NIS2-identified risks and control framework. Inspected that awareness training has been held
for the company's Management with respect to the
NIS2-identified risks and control framework.
7.4 Awareness training is provided to the company's Inquired about the process of awareness training No exceptions noted.
(7.B) employees on a regular basis with respect to cyber  of the company's employees.

security, and general security awareness is covered
in mandatory training,.

Inspected that awareness training of the em-
ployee’s knowledge of cyber risk is tested on a reg-
ular basis.

Inspected that follow-up is carried out on incom-
plete training.
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Control objective 8 — Policies and procedures regarding the use of cryptography and, where appropriate, encryption
Formalised procedures and controls are in place to ensure that critical assets are protected by encryption.

No.

Cloud Factory’s control activity

Tests performed by PwC

Result of PwC’s tests

8.1
(8)

Formalised procedures exist which include a re-
quirement that effective encryption is applied to
systems and hardware containing or transmitting
NIS2 service data.

Inquired about the process of implementation of
encryption technology.

Inspected that a formalised procedure is designed
and implemented in order to ensure that encryp-
tion is applied to systems and hardware containing
or transmitting NIS2 service data.

Inspected that the procedure is Management-ap-
proved on an annual basis or if any changes occur
in the process.

Inspected for a sample of systems and hardware
containing or transmitting NIS2 service data that
encryption is applied.

No exceptions noted.

8.2
(8)

Sensitive data used in delivering the NIS2 services
is encrypted on end-user devices.

Inquired to understand the process of implemen-
tation of encryption technology.

Inspected the monitoring tool (e.g. management
console) to validate that encryption of the end-
user devices is enabled.

Inspected that any deviations are identified and
remediated on an ongoing basis.

No exceptions noted.

8.3
(8

Cryptography solutions are used to safeguard
where required and are formally approved and
documented.

Inquired to understand the process of implemen-
tation of encryption technology.

Inspected that the implemented encryption solu-
tions are formally approved and documented.

Inspected that the approved encryption solution is
implemented where required.

No exceptions noted.
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@3 cloud Factory

Control objective 8 — Policies and procedures regarding the use of cryptography and, where appropriate, encryption
Formalised procedures and controls are in place to ensure that critical assets are protected by encryption.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwWC’s tests
8.4 Strong cryptographic controls use non-compro- Inspected that recognised cryptographic algo- No exceptions noted.
(8) mised versions of security protocols. rithms and protocols are used and are updated to
the latest version.
Inspected that the used cryptographic algorithms
have no known weaknesses.
8.5 Cryptographic keys are managed tightly, in ac- Inquired about the process for management of No exceptions noted.
(8 cordance with documented standards and proce- cryptographic keys.
dures, and protected against unauthorised access  [ngpected that cryptographic keys are protected
or destruction. against modification, loss, unauthorised ac-
cess/use or disclosure.
Inspected that equipment used to generate, store
and archive keys is physically protected using ap-
propriate secure access controls.
8.6 Effective encryption is applied when transmitting  Inquired about the process of implementing en- No exceptions noted.
(8) confidential/sensitive data through the internet or  cryption technology when transmitting confiden-

by email.

tial/sensitive data through the internet or by
email.

Inspected that encryption is applied when trans-
mitting confidential and sensitive data through the
internet or by email.
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Control objective 9 — Human resources security, access control policies and asset management

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised and maintained to
ensure an appropriate security level.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
9.1 A Management-approved procedure is imple- Inspected that a Management-approved procedure No exceptions noted.
(9.A) mented ensuring that employees and — where rele- is implemented ensuring that employees and —
vant — suppliers/service providers are aware of where relevant — suppliers/service providers are
and fulfil their responsibilities for the security of aware of and fulfil their responsibilities for the se-
network and information systems in accordance curity of network and information systems in ac-
with the company’s information security policy. cordance with the company’s information security
The procedure is reviewed and updated at planned policy.
intervals. Inspected that the procedure is reviewed and up-
dated at planned intervals.
9.2 The company has implemented and communi- Inspected that the company has implemented and  No exceptions noted.
(9.A) cated employment (disciplinary) rules that apply communicated employment (disciplinary) rules
in the event of violations of policies and proce- that apply in the event of violations of policies and
dures regarding the security of network and infor-  procedures regarding the security of network and
mation systems. information systems.
9.3 The employees of the company are screened as Inspected the formal procedure for screening new  No exceptions noted.
(9.A) part of the employment process. Such screening employees as part of the onboarding process.
comprises, as relevant: Inspected for a sample of new employees that the
e References from former employers screening included, as relevant:
e Criminal record e References from former employers
e Diplomas. e Criminal record
e Diplomas.
9.4 Upon appointment, employees sign an employ- Inspected the formal procedure for obtaining con-  No exceptions noted.
(9.A) mentcontract and confidentiality agreement fidentiality agreements.

where obligations for security responsibility are
listed. The obligation will continue to remain valid
upon resignation or dismissal.

Inspected for a sample of new employees that they
have signed an employment contract and confi-
dentiality agreement, and that it remains valid
upon resignation or dismissal.
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Control objective 9 — Human resources security, access control policies and asset management

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised and maintained to
ensure an appropriate security level.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
9.5 Formalised procedures exist for access manage- Inspected that a formal procedure is designed and  No exceptions noted.
(9.B)  mentincluding creating, maintaining and termi- implemented for access management, including
nating access rights. provisioning, maintaining and terminating access
In addition, the procedure includes requirements rights and segregation of duties in relevant areas.
for segregation of duties in relevant areas.
9.6 A formal process is in place ensuring that the allo-  Inspected that a formal procedure is designed and  No exceptions noted.
(9.B)  cation of access rights is based on a business justi- implemented ensuring that allocated rights are
fication according to the “least privilege” principle. based on a business justification and the “least
privilege” principle.
Inspected for a sample of new users and allocation
of additional user rights that:
e the user rights have been approved in ac-
cordance with procedure
e there is a business justification for the allo-
cated access rights
o the allocated rights are in accordance with
the “least privilege” principle
e the granted accesses are in accordance with
the approved accesses.
9.7 The provision of passwords (secret authentication  Inspected that a formalised password policy is de-  No exceptions noted.
(9.B) information) to users is controlled through a for- signed and implemented.

mal password management process.

Inspected that the password settings are in com-
pliance with the password policy.
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Control objective 9 — Human resources security, access control policies and asset management

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised and maintained to
ensure an appropriate security level.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
9.8 A formal process is in place ensuring that the re- Inspected that a formal procedure is designed and  No exceptions noted.
(9.B) moval of access rights is performed timely upon implemented ensuring that removal of access
termination or changes of job functions. rights is performed timely upon termination or

changes of job functions.

Inspected for a sample of terminated users that ac-

cess rights have been removed timely.

Inspected for a sample of users with changed job

functions that access rights have been adjusted

timely.
9.9 A formal process is in place, ensuring that access Inspected that a formalised procedure for regular ~ No exceptions noted.
(9.B) rights are regularly reviewed. review of access rights is designed and imple-

mented.

Inspected that the access rights have been re-

viewed in accordance with the policy.
9.10 A formal process is in place ensuring that system Inspected that a formalised procedure is in place No exceptions noted.
(9.B) users and access to application functions are re- ensuring that system users and access to applica-

stricted in accordance with the access control pol-
icy.

tion system functions are restricted in accordance
with the access control policy.

Inspected for a sample of system users that their
access has been restricted in accordance with the
access control policy.

Inspected for a sample of users with access to ap-
plication functions that their access has been re-
stricted in accordance with the access control pol-
icy.
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Control objective 9 — Human resources security, access control policies and asset management

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised and maintained to

ensure an appropriate security level.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
9.11 The allocation and use of privileged access rights Inspected that a formalised policy for use and No exceptions noted.
(9.B) are restricted and monitored. This also includes monitoring of privileged access is designed and
the use of supporting programs (utility programs). implemented.
Inspected that the use of privileged access rights is
limited and restricted to users with a work-related
need for the privileged access.
Inspected the monitoring of use of privileged ac-
cess rights.
9.12 Procedures are implemented that specify the se- Inquired about the process for termination of con- No exceptions noted.
(9.B) cure termination of service providers (e.g. deacti-  tracts with NIS2 relevant suppliers.
vation of access, ICT systems and deletion of asso- Inspected that a formalised procedure is in place
ciated data). to ensure a safe shutdown/removal of NIS2-rele-
vant assets and services.
Inspected for a sample of that assets and/or ser-
vices are safely decommissioned.
9.13 Formalised procedures are in place to ensure secu- Inspected that a formalised procedure for physical No exceptions noted.
(9.B) rity perimeters are in place for physical access to security perimeters is designed and implemented.
data centres. Inspected the physical security perimeters for
physical access to data centres.
9.14 Access to data centres is limited to personnel with  Inspected the list of personnel with physical access No exceptions noted.
(9.B)  acritical business need, and access to data centre  to data centres.

facilities is logged.

Inquired about their business need for physical ac-
cess to data centres.

Inspected that physical access to data centre facili-
ties is logged and is limited to personnel with a
critical business need.
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Control objective 9 — Human resources security, access control policies and asset management

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised and maintained to
ensure an appropriate security level.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
9.15 The company has implemented controls to mini- Inspected that a formalised procedure is designed  No exceptions noted.
(9.B) mise the risk of potential environmental threats, and implemented to minimise the risk of potential
e.g. fire, explosives, smoke, water, dust, chemical physical and environmental threats.
effects, electrical supply interference, communica-  pgpected that data centres are equipped with:
tion interference and electromagnetic radiation. .
e intruder alarm
e fire alarms including smoke alarms
e detection for water
¢ Uninterruptible Power Supplies (UPS) and
power generators
e fire extinguisher.
Inspected that the equipment is serviced annually.
9.16 The company has established a formalised process Inquired about the process for creating and main-  No exceptions noted.
(9.c) tocreate and maintain an overview of all relevant  taining an overview of relevant systems in relation

systems and processes for the delivery of NIS2 ser-
vices.

The following criteria are taken into account when
identifying the scope of a NIS2 service:

e Electronic communication network

e Any devices or group of connected or related
devices, one or more of which, by means of a
program, performs automatic processing of
digital data

o Digital data that is stored, processed, re-
trieved or transmitted by elements listed in
the point above for the purpose of its opera-
tion, usage, protection and maintenance.

The process is regularly assessed.

to providing NIS2 services.

Inspected that procedures for creating and main-
taining an overview of relevant systems, in relation
to NIS2 services, are formalised.

Inspected that the overview of NIS2-relevant sys-
tems and processes is in accordance with applica-
ble agreements.
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Control objective 9 — Human resources security, access control policies and asset management
Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised and maintained to

ensure an appropriate security level.

No. Cloud Factory’s control activity

Tests performed by PwC

Result of PwC’s tests

9.17 The company keeps records of NIS2-relevant as-

(9.C) sets that are classified on the basis of significance
to the customer, sensitivity and the need for confi-
dentiality.

Inspected that a formalised procedure for classifi-
cation of information and data is designed and im-
plemented.

Inspected that the inventory of information and
other associated assets includes a classification of
the information assets based on significance to the
customer, sensitivity and the need for confidenti-

ality.

No exceptions noted.

9.18 Formalised procedures are in place to ensure dis-

(9.0) posal of media is only performed by qualified per-
sonnel and personnel that have signed a non-dis-
closure agreement.

Inspected that a formalised procedure for secure
disposal of media is designed and implemented.

Inspected for a sample of disposed media that the
media have been disposed of securely and by qual-
ified personnel who have signed non-disclosure
agreements.

No exceptions noted.
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Control objective 10 — The use of multi-factor authentication (MFA) or continuous authentication solutions, secured voice, video and text communi-
cations and secured emergency communication systems within the company, where appropriate

Formalised procedures and controls are in place to ensure a strong authentication process for access to critical assets and secured emergency communication.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
10.1 Formalised procedures are in place defining re- Inspected that a formalised procedure is designed  No exceptions noted.
(10.A) 9quirements for utilising MFA or alternatively con-  and implemented defining requirements for utilis-
tinuous authentication solutions for communica- ing MFA or alternatively continuous authentica-
tion systems within the company. tion solutions for communication systems within
the company.
Inspected that the procedure is Management-ap-
proved on an annual basis or if any changes occur
in the process.
10.2 High-risk networks and information systems are Inquired about the process of using two-factor au-  No exceptions noted.
(10.A) accessed by using at least two-factor authentica- thentication in the organisation.
tion, for example when accessing; Inspected that high-risk networks and information
e assets by remote access systems are accessed using at least two-factor au-
e administrative systems thentication.
e sensitive information and confidential data
e systems with high value to the company or
with severe consequences if compromised.
10.3 Secure primary and secondary communication Inspected that secure primary and secondary com- No exceptions noted.
(10.B) mechanisms are implemented supporting contin-  munication mechanisms are implemented sup-

ued communication and reporting during a secu-
rity incident.

porting continued communication and reporting
during a security incident.

Inspected that use of secondary communication
channels is tested at least annually.
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Control objective 10 — The use of multi-factor authentication (MFA) or continuous authentication solutions, secured voice, video and text communi-
cations and secured emergency communication systems within the company, where appropriate

Formalised procedures and controls are in place to ensure a strong authentication process for access to critical assets and secured emergency communication.

No. Cloud Factory’s control activity Tests performed by PwC Result of PwC'’s tests
10.4 Testing of secondary communication channels is Inquired about the testing process for secondary No exceptions noted.
(10.B) performed on an annual basis. communication channels.

Inspected that testing of secondary communica-
tion channels is performed on an annual basis.
Furthermore, inspected that the result of the test
is evaluated and that remediation actions are
planned and implemented.
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